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Virtual Private Network

Introduction to VPN

Virtual Private Networks (VPNs) have attracted the attention of many organizations looking to both expand their networking capabilities and reduce their costs. VPNs can be found not only in the workplace but also in the home, where they allow employees to safely log into company networks. Telecommuters and those who travel often might find VPNs to be a more convenient way to stay "plugged in" to the corporate intranet. 

VPNs supply network connectivity over a possibly long physical distance. In this respect, VPNs are a form of Wide Area Network (WAN). The key feature of a VPN, however, is its ability to use public networks like the Internet rather than rely on private leased lines. VPN technologies implement restricted-access networks that use the same cabling and routers as does a public network, and they do so without sacrificing features or basic security. 

Technology Behind VPN
VPNs support at least three different modes of use: 

· Remote access client connections 

· LAN-to-LAN internetworking 

· Controlled access within an intranet 


VPNs for Remote Access

[image: image1.png]SOUTHEASTERN

UNIVERSITY



In recent years, many organizations have increased the mobility of their workers by allowing more employees to telecommute. Employees also continue to travel and face an increasing need to stay "plugged in" to the company network. Leased lines don't support mobile workers well because the lines fail to extend to people's homes or their travel destinations. To log in to a dial-up intranet, a remote worker must call into a company's remote access server using either a 1-800 number or a local number. The overhead of maintaining such a system internally, coupled with the possibility of high long distance charges incurred by travelers, make VPNs an appealing option here. 

Internet
VPN for Remote Access Architecture 

The diagram above illustrates a VPN remote access solution. A remote client wanting to log into the company VPN calls into a local ISP, then connects to the corporate VPN server, which connected to the public network at the company site. Once the connection has been established, the remote client can communicate with the company network just as securely over the public network as if it resided on the internal LAN itself. 

VPNs for Site-to-Site Internetworking
A simple extension of the VPN remote access architecture shown above allows an entire remote network to join the local network. Rather than a client-server connection, a server-server VPN connection joins two networks to form an extended intranet or extranet. 










Site-to-Site VPN Architecture

VPNs Inside the Firewall
Intranets can also utilize VPN technology to implement controlled access to individual subnets on the private network. In this mode, VPN clients connect to a VPN server that acts as a gateway to computers behind it on the subnet. Note that this type of VPN use does not involve ISPs or public network cabling. However, it does take advantage of the security features and convenience of VPN technology. 

VPN Protocols

Several network protocols have become popular as a result of VPN developments. These protocols emphasize authentication and encryption in VPNs. Authentication allows VPN clients and servers to correctly establish the identity of people on the network. Encryption allows potentially sensitive data to be hidden from the general public. 

Point-to-Point Tunneling Protocol (PPTP)
PPTP is a protocol specification developed by several companies. People generally associate PPTP with Microsoft because nearly all flavors of Windows include built-in support for the protocol. The initial releases of PPTP for Windows by Microsoft contained security features that some experts claimed were too weak for serious use. Microsoft continues to improve its PPTP support, though. 

PPTP's primary strength is its ability to support non-IP protocols. The primary drawback of PPTP is its failure to choose a single standard for encryption and authentication. Two products that both fully comply with the PPTP specification may be totally incompatible with each other if they encrypt data differently, for example. 

Layer Two Tunneling Protocol (L2TP)
The original competitor to PPTP in VPN solutions was L2F -- a protocol implemented primarily in Cisco products. In an attempt to improve on L2F, the best features of it and PPTP were combined to create new standard called L2TP. L2TP exists at the data link layer (layer two) in the OSI model -- thus the origin of its name. Like PPTP, L2TP supports non-IP clients. It also fails to define an encryption standard. However, L2TP supports non-Internet based VPNs including frame relay, ATM, and SONET. 

Internet Protocol Security (IPsec)
IPsec is actually a collection of multiple related protocols. It can be used as a complete VPN protocol solution, or it can used simply as the encryption scheme within L2TP or PPTP. IPsec exists at the network layer (layer three) in OSI. 

IPsec extends standard IP for the purpose of supporting more secure Internet-based services (including, but not limited to, VPNs). IPsec specifically protects against "man in the middle attacks" by hiding IP addresses that would otherwise appear on the wire. 

Advantages of VPN
VPNs promise two main advantages over competing approaches -- cost savings, and scalability (that is really just a different form of cost savings). 
The Low Cost of a VPN
One way a VPN lowers costs is by eliminating the need for expensive long-distance leased lines. With VPNs, an organization needs only a relatively short dedicated connection to the service provider. This connection could be a local leased line (much less expensive than a long-distance one), or it could be a local broadband connection such as DSL service. 

Another way VPNs reduce costs is by lessening the need for long-distance telephone charges for remote access. Recall that to provide remote access service, VPN clients need only call into the nearest service provider's access point. In some cases this may require a long distance call, but in many cases a local call will suffice. 

Scalability and VPNs
The cost to an organization of traditional leased lines may be reasonable at first but can increase exponentially as the organization grows. A company with two branch offices, for example, can deploy just one dedicated line to connect the two locations. If a third branch office needs to come online, just two additional lines will be required to directly connect that location to the other two. 

However, as an organization grows and more companies must be added to the network, the number of leased lines required increases dramatically. Four branch offices require six lines for full connectivity, five offices require ten lines, and so on. Mathematicans call this phenomenon a combinatorial explosion, and in a traditional WAN this explosion limits the flexibility for growth. VPNs that utilize the Internet avoid this problem by simply tapping into the geographically-distributed access already available. 

Disadvantages of VPNs
With the hype that has surrounded VPNs historically, the potential pitfalls or "weak spots" in the VPN model can be easy to forget. These four concerns with VPN solutions are often raised. 

1. VPNs require an in-depth understanding of public network security issues and proper deployment of precautions.
2. The availability and performance of an organization's wide-area VPN (over the Internet in particular) depends on factors largely outside of their control.
3. VPN technologies from different vendors may not work well together due to immature standards.
4. VPNs need to accommodate protocols other than IP and existing ("legacy") internal network technology. 

VPN technology is based on a tunneling strategy. Tunneling involves encapsulating packets constructed in a base protocol format within some other protocol. In the case of VPNs run over the Internet, packets in one of several VPN protocol formats are encapsulated within IP packets. 

Conclusion
An amazing amount of development effort has been invested in VPN technologies. VPN is still a fast developing technology. Yet the task of choosing and deploying a VPN solution remains far from simple. It may prove helpful to train users in at least the basics of VPN clients to help them migrate to new VPN deployments. 

The most common public network used with VPNs is the Internet, but traffic congestion and router failures on the Net can adversely impact the performance of these VPNs. When building a Net-based VPN, it will be important to choose a high-quality service provider. 
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